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Foreword

BEING RECOCGNIZED AS A CISSP is an important step in investing
in your information security career. Whether you are picking up this book

to supplement your preparation to sit for the exam or you are an existing
CISSP using this as a desk reference, you've acknowledged that this certifi-
cation makes you recognized as one of the most respected and sought-after
cybersecurity leaders in the world. After all, that's what the CISSP sym-
bolizes. You and your peers are among the ranks of the most knowledge-

able practitioners in our community. The designation of CISSP instantly
communicates to everyone within our industry that you are intellectually curious and traveling
along a path of lifelong learning and improvement. Importantly, as a member of (ISC)? you
have officially committed to ethical conduct commensurate to your position of trust as a cyber-
security professional.

The recognized leader in the field of information security education and certification,
(ISC)? promotes the development of information security professionals throughout the world.
As a CISSP with all the benefits of (ISC)* membership, you are part of a global network of more
than 140,000 certified professionals who are working to inspire a safe and secure cyber world.

Being a CISSP, though, is more than a credential; it is what you demonstrate daily in your
information security role. The value of your knowledge is the proven ability to effectively
design, implement, and manage a best-in-class cybersecurity program within your organization.
To that end, it is my great pleasure to present the Official (ISC)* Guide to the CISSP (Certified
Information Systems Security Professional) CBK. Drawing from a comprehensive, up-to-date
global body of knowledge, the CISSP CBK provides you with valuable insights on how to
implement every aspect of cybersecurity in your organization.

If you are an experienced CISSP, you will find this edition of the CISSP CBK to be a
timely book to frequently reference for reminders on best practices. If you are still gaining the
experience and knowledge you need to join the ranks of CISSPs, the CISSP CBK is a deep dive
that can be used to supplement your studies.

As the largest nonprofit membership body of certified information security professionals
worldwide, (ISC)? recognizes the need to identify and validate not only information security
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competency but also the ability to connect knowledge of several domains when building
high-functioning cybersecurity teams that demonstrate cyber resiliency. The CISSP cre-
dential represents advanced knowledge and competency in security design, implementa-
tion, architecture, operations, controls, and more.

If you are leading or ready to lead your security team, reviewing the Official (ISC)?
Guide to the CISSP CBK will be a great way to refresh your knowledge of the many fac-
tors that go into securely implementing and managing cybersecurity systems that match
your organization’s I'T strategy and governance requirements. The goal for CISSP cre-
dential holders is to achieve the highest standard for cybersecurity expertise —managing
multiplatform I'T infrastructures while keeping sensitive data secure. This becomes espe-
cially crucial in the era of digital transformation, where cybersecurity permeates virtually
every value stream imaginable. Organizations that can demonstrate world-class cyberse-
curity capabilities and trusted transaction methods can enable customer loyalty and fuel
success.

The opportunity has never been greater for dedicated men and women to carve out a
meaningful career and make a difference in their organizations. The CISSP CBK will be
your constant companion in protecting and securing the critical data assets of your orga-
nization that will serve you for years to come.

Regards,

N B

David P. Shearer, CISSP
CEOQ, (ISC)?
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Introduction

THE CERTIFIED INFORMATION SYSTEMS Security Professional (CISSP) sig-
nifies that an individual has a cross-disciplinary expertise across the broad spectrum of
information security and that he or she understands the context of it within a business
environment. There are two main requirements that must be met in order to achieve
the status of CISSP. One must take and pass the certification exam, while also proving a
minimum of five years of direct full-time security work experience in two or more of the
domains of the (ISC)? CISSP CBK. The field of information security is wide, and there
are many potential paths along one’s journey through this constantly and rapidly chang-
ing profession.

A firm comprehension of the domains within the CISSP CBK and an understand-
ing of how they connect back to the business and its people are important components
in meeting the requirements of the CISSP credential. Every reader will connect these
domains to their own background and perspective. These connections will vary based
on industry, regulatory environment, geography, culture, and unique business operating
environment. With that sentiment in mind, this book’s purpose is not to address all of
these issues or prescribe a set path in these areas. Instead, the aim is to provide an official
guide to the CISSP CBK and allow you, as a security professional, to connect your own
knowledge, experience, and understanding to the CISSP domains and translate the CBK
into value for your organization and the users you protect.

SECURITY AND RISK MANAGEMENT

The Security and Risk Management domain entails many of the foundational security
concepts and principles of information security. This domain covers a broad set of topics
and demonstrates how to generally apply the concepts of confidentiality, integrity and
availability across a security program. This domain also includes understanding compli-
ance requirements, governance, building security policies and procedures, business con-
tinuity planning, risk management, security education, and training and awareness, and
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most importantly it lays out the ethnical canons and professional conduct to be demon-
strated by (ISC)? members.

The information security professional will be involved in all facets of security and risk
management as part of the functions they perform across the enterprise. These functions
may include developing and enforcing policy, championing governance and risk man-
agement, and ensuring the continuity of operations across an organization in the event of
unforeseen circumstances. To that end, the information security professional must safe-
guard the organization’s people and data.

ASSET SECURITY

The Asset Security domain covers the safeguarding of information and information assets
across their lifecycle to include the proper collection, classification, handling, selection,
and application of controls. Important concepts within this domain are data ownership,
privacy, data security controls, and cryptography. Asset security is used to identify controls
for information and the technology that supports the exchange of that information to
include systems, media, transmission, and privilege.

The information security professional is expected to have a solid understanding of
what must be protected, what access should be restricted, the control mechanisms avail-
able, how those mechanisms may be abused, and the appropriateness of those controls,
and they should be able to apply the principles of confidentiality, integrity, availability,
and privacy against those assets.

SECURITY ARCHITECTURE AND ENGINEERING

The Security Architecture and Engineering domain covers the process of designing and
building secure and resilient information systems and associated architecture so that the
information systems can perform their function while minimizing the threats that can be
caused by malicious actors, human error, natural disasters, or system failures. Security
must be considered in the design, in the implementation, and during the continuous
delivery of an information system through its lifecycle. It is paramount to understand
secure design principles and to be able to apply security models to a wide variety of dis-
tributed and disparate systems and to protect the facilities that house these systems.

An information security professional is expected to develop designs that demonstrate how
controls are positioned and how they function within a system. The security controls must tie
back to the overall system architecture and demonstrate how, through security engineering,
those systems maintain the attributes of confidentiality, integrity, and availability.
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COMMUNICATION AND NETWORK SECURITY

The Communication and Network Security domain covers secure design principles as they
relate to network architectures. The domain provides a thorough understanding of com-
ponents of a secure network, secure design, and models for secure network operation. The
domain covers aspects of a layered defense, secure network technologies, and management
techniques to prevent threats across a number of network types and converged networks.

It is necessary for an information security professional to have a thorough understand-
ing of networks and the way in which organizations communicate. The connected world
in which security professionals operate requires that organizations be able to access infor-
mation and execute transactions in real time with an assurance of security. It is therefore
important that an information security professional be able to identify threats and risks
and then implement mitigation techniques and strategies to protect these communication
channels.

IDENTITY AND ACCESS MANAGEMENT (IAM)

The Identity and Access Management (IAM) domain covers the mechanisms by which
an information system permits or revokes the right to access information or perform an
action against an information system. IAM is the mechanism by which organizations
manage digital identities. IAM also includes the organizational policies and processes for
managing digital identities as well as the underlying technologies and protocols needed
to support identity management.

Information security professionals and users alike interact with components of IAM
every day. This includes business services logon authentication, file and print systems,
and nearly any information system that retrieves and manipulates data. This can mean
users or a web service that exposes data for user consumption. IAM plays a critical and
indispensable part in these transactions and in determining whether a user’s request is
validated or disqualified from access.

SECURITY ASSESSMENT AND TESTING

The Security Assessment and Testing domain covers the tenets of how to perform and
manage the activities involved in security assessment and testing, which includes provid-
ing a check and balance to regularly verify that security controls are performing optimally
and efficiently to protect information assets. The domain describes the array of tools and
methodologies for performing various activities such as vulnerability assessments, pene-
tration tests, and software tests.
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